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7.1 Draft Enterprise Risk Management Policy 

 
 

EXECUTIVE SUMMARY 

 
Purpose 

To adopt for public exhibition the draft Enterprise Risk Management Policy (Attached). 

Summary 

The draft Enterprise Risk Management Policy has been developed to comply with the risk 
management approach specified in Australian Standard AS/NZS ISO 31000:2009 Risk 
Management Principles and Guidelines. The proposed new Enterprise Risk Management (ERM) 
Framework outlined in the draft policy will encourage a coordinated approach amongst Council 
Services to manage risks as a whole, leading to well-defined strategic, operational and project 
related risk actions. 

Financial Impact 

Nil 

Policy Impact 

Risk Management is a top down approach that is integrated into all policies, procedures and 
systems. Therefore all Warringah Council Policies are in scope and therefore are related to this 
policy. 

 

RECOMMENDATION OF DEPUTY GENERAL MANAGER COMMUNITY 

That Council approve the attached draft Enterprise Risk Management Policy for public exhibition for 
28 days and note that a further report will be brought to Council following the exhibition period. 
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REPORT  

 
Background 

Interim Risk Management Policy (FIN-PL 700) was prepared and endorsed by Council’s Executive 
in 2002. To date, this has been Council’s key guiding document for risk management. Council is 
committed to ensuring its risk management program is aligned with contemporary standards and 
better industry practice and therefore has developed an Enterprise Risk Management Framework 
based on the current Australian Standard, Risk Management – Principles and Guidelines (AS/NZS 
ISO 31000: 2009). The draft policy outlines the key principles of the Enterprise Risk Management 
Framework. 

Enterprise Risk Management Framework 

To date Council has largely focussed on risk management from an operational perspective rather 
than strategically assessing key risks across the organisation. The Enterprise Risk Management 
(ERM) Framework, outlined in the draft policy, adopts a new and coordinated approach for 
managing the various risks and opportunities that have the potential to impact Council. It is 
proposed that risk management will be integrated into all processes; that risks will be treated in a 
consistent manner at strategic, operational and project levels, and that they will therefore be 
prioritised for action.  

In accordance with the draft policy, the framework will comprise three elements: 

• ERM Policy – the key document establishing the ERM Framework. 

• ERM Operational Management Standard – a document consisting of risk procedures, 
risk assessment guidelines and an action plan.  

• Risk Register – a centralised and accessible repository for all risks to enable easy 
access to risk treatment actions.  

Measures have also been included in the policy to ensure that the framework is continuously 
monitored and improved. In addition, risk treatment actions captured through the risk assessment 
process will be monitored through Council’s corporate reporting procedures, and through Council's 
audit function. 

The draft policy allocates key accountabilities for risk management and for the oversight of 
Council’s ERM Framework. This is a significant improvement on the current Interim Risk 
Management Policy which assigns responsibility to all Council staff without specifying distinct roles 
and responsibilities. Other benefits anticipated include: 

• Consistent Management of Council’s risk; 

• Minimisation of risk and identification of potential opportunities; 

• The ability to prioritise risk response; and 

• Improved resource allocation and efficiency through the use of an integrated system. 

The Enterprise Risk Management Framework will therefore significantly improve the way risk is 
managed at Council. 

Consultation 

A significant level of engagement has been undertaken with internal stakeholders including 
members of Council’s Leadership Group and key staff that will be impacted by the proposed 
Framework. In addition, Council’s Audit Committee comprising Councillors and independent 
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external members have been consulted and have endorsed that the proposed policy be put to 
Council for adoption.  

Consistent with Council's Policy Development and Management policy, it is proposed that the draft 
ERM Policy be put on public exhibition, and further that the results of that exhibition period be 
brought back to Council for final adoption of the ERM Policy. 

Timing 

Subject to the endorsement of the Enterprise Risk Management Policy, the framework will come 
into effect on 1 July 2012. 

Policy Impact 

Risk Management is a top down approach that is integrated into all policies, procedures and 
systems. Therefore all Warringah Council Policies are in scope and therefore are related to this 
policy.  As each new policy is brought to Council for adoption, they will need to make consideration 
of the ERM Policy. 

Financial Impact 

Nil 

Group Manager – Business & Enterprise Risk 
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Draft Warringah Council Policy 

Enterprise Risk Management 

 
1 Purpose of Policy 

This policy establishes a robust Enterprise Risk Management (ERM) Framework that is 
integrated with Council’s key practices and processes.  

 
2 Policy Statement  

There are many threats and opportunities that could potentially affect the achievement of 
Council’s objectives, as outlined in the Warringah Strategic Community Plan. Good risk 
management is forward-looking and helps to improve business decisions. It is not just about 
avoiding and minimising losses, but also about dealing positively with opportunities.  

On this basis, it is acknowledged that risks need to be managed consistently and in 
accordance with better practice principles. Council therefore adopts the risk management 
approach specified in Australian Standard AS/NZS ISO 31000:2009 Risk Management 
Principles and Guidelines. Council’s Enterprise Risk Management Framework is based on 
the key principles of the standard. 

Enterprise Risk Management is the holistic management of all risks within Council. The ERM 
Framework will enable Council to be innovative and develop a “risk appetite” that allows for 
calculated risks to be taken based on sound data and that achieve sustainable results for the 
community. This approach is supported by the key principles of the Australian Business 
Excellence Framework, which Council has adopted. 

This policy outlines Council’s ERM Framework; it assigns key accountabilities and commits 
Council to a program of continuous improvement and monitoring of its risks and risk 
treatments  

 
3 Objectives 

The objective of this Policy is to establish a risk management framework that will formalise, 
complement and build upon current processes. Council will achieve significant benefits 
including: 

• Consistent management of Council’s risks, risk minimisation and identification of 
potential opportunities. 

• The ability to prioritise Council's response to those risks that are of the most relevance. 

• Clear direction and “ownership” of risk management, leading to increased 
accountability and transparency. 

• A process to implement continuous improvement of Council’s ERM framework so that 
better practice can be achieved. 

• Meeting community and stakeholder needs and expectations to manage risk 
effectively. 

• Improved resource allocation and efficiency through the use of an integrated system. 

• Compliance with Australian Standards. 
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4 Principles 

4.1 Risk Management Principles, Process & Framework 

AS/NZS ISO 31000:2009 Risk Management Principles and guidelines prescribes eleven (11) 
principles that organisations need to comply with for risk management to be effective.  

 

 

 

 

 

 

(The points listed in the original attachment have been removed from this report.) 

 

 

 

 

 

The risk management process prescribed in the Australian Standard has also been followed.  

 

 

 

 

 

 

(A diagram included in the original attachment has been removed from this 
document.) 

 

 

 

 

 

Risk management at Warringah Council is implemented and maintained as follows: 
 

• Council’s commitment to effectively managing risk and why the framework needs to be 
implemented is outlined in this Policy. How the Policy will be implemented is contained 
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in the Operational Management Standard, comprising risk procedures, risk assessment 
guidelines and an action plan for staff to plan, prioritise, resource and monitor.  A Risk 
Register captures what actions Council will implement to treat risks. 

• The ERM framework will consider both the internal and external context and is 
therefore aligned with strategic objectives, statutory obligations, processes, services, 
culture and structure.  

• Risks are to be considered from a 'top down' basis. The key emphasis is on those 
higher level strategic risks. This approach enables the full integration of Enterprise Risk 
Management into all of Council's processes. 

• Continuous monitoring and improvement of the performance of the ERM framework 
will occur though reviews, including an assessment of stakeholder feedback and the 
testing of key elements. 

• A consistent risk assessment methodology will be utilised at all risk category levels - 
strategic, operational and project based.  The assessment will involve risk 
identification, analysis and evaluation.  

Risks assessments will be contained in a Risk Register, a centralised and accessible 
repository for all risks to enable easy access to monitor, review and improve. 

• Risk treatment actions are identified through the risk assessment process and 
represented in action plans. The progress of these actions is monitored through (a) 
review by the Executive, (b) the audit committee (as relevant) , reporting of key 
performance indicators and significant milestones in accordance with Council’s 
corporate reporting framework. 

• The ERM framework involves ongoing communication and consultation with 
stakeholders at each stage of the risk management process. All Council staff are 
responsible for considering and effectively managing risk. Regular communication with 
staff will occur to raise awareness of their role in relation to risk management. 

 

4.2 Roles and Responsibilities 

General Council Employees  

All employees are responsible for managing risk and accordingly they are required to 
identify, analyse, evaluate and discuss risk/s with their Manager or Group Managers as they 
arise. 

Internal Auditor 

The Internal Auditor provides an assurance to Council on the effectiveness of its risk 
management framework. 

That is, the Internal Auditor provides an assurance on Council’s:  

• Risk Management processes including their design, implementation and how well they 
are working; 

• Management of key risks, including the effectiveness of the controls/responses to 
them; 

• Approach, assessment and reporting of risks. 

Project Managers 
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Project Managers are responsible for identifying, analysing and measuring risks via risk 
assessments, and ensuring appropriate risk treatments at project level. 

Group Managers/Managers 

Group Managers/Managers are individually responsible for risk assessment and risk 
treatment in relation to their respective areas of operation. 

Leadership Group 

The Leadership Group is responsible for prioritising strategic and operational risks in the 
context of the Council, for developing risk treatment actions and allocating accountability for 
strategic risk. In addition, they have the authority to make determinations should conflicting 
interests arise. 

Executive Management Team 

The Executive Management Team is responsible for identifying, analysing and evaluating 
strategic risk. 

General Manager 

The General Manager retains overall responsibility for risk management across the Council.  

Councillors 

Councillors are responsible for: 

a) The careful monitoring of the ERM Policy 

b) Adopting Council’s ERM Policy 

 

Audit & Risk Committee (comprising Councillors and independent external members) 

In accordance with the Audit & Risk Committee Charter, which is based on the Division of 
Local Government Internal Audit Guidelines, the Audit & Risk Committee is responsible for 
the oversight of Council’s risk management arrangements and reviews whether or not: 

• Council complies with relevant risk management standards; 

• Management has in place a current and comprehensive risk management framework, 
and associated procedures for effective identification and management of business and 
financial risks, including fraud; 

• A sound and effective approach has been followed in developing strategic risk 
management plans for major projects or undertakings; 

• A sound and effective approach has been followed in establishing business continuity 
planning arrangements, including if plans have been tested periodically. 
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4.3 Resource Allocation 

Risk assessments will be conducted, at a minimum, bi-annually during the business planning 
cycle. Appropriate financial and human resources will be allocated toward risk treatment 
actions during this time. 

 

5 Authorisation 

This Policy was adopted by Council on [insert date]. 

It is effective from [insert date]. 

It is due for review on [insert date]. 

 

6 Amendments 

This Policy supersedes the following: 

• Fin-PL 700 Risk Management Policy (Interim) 

 

7 Who is responsible for implementing this Policy? 

Warringah Council Leadership Group 

 

8 Document owner 

Deputy General Manager Community 

 

9 Related Council Policies 

Risk Management is a top down approach that is integrated into all policies, procedures and 
systems. Therefore all Warringah Council Policies are in scope and are related to this policy. 

 

10 Legislation and references 

Australian Standard AS/NZS ISO 31000:2009 Risk Management Principles and Guidelines.  

Internal Audit Guidelines, Division of Local Government, September 2010. 

Local Government Act (NSW) 1993 

Institute of Internal Auditors, International Professional Practices Framework, January 2011 

 

11 Definitions  

• Categories of Risk: 

o Strategic Risk – risks that threaten to prevent Council from achieving its key 
strategic objectives. 

o Operational Risk – day to day risks impacting on the operations of a service 
within Council. 
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o Project Risk – risks that arise as a result of a particular project undertaken by 
Council 

• Components of Risk Assessment: 

o Risk Identification – the process undertaken to identify the sources of risk, 
areas of impacts, events and their causes and potential consequences. 

o Risk Analysis – the process undertaken to understand the nature of risk and 
determine the level of risk 

o Risk Evaluation – the process undertaken to determine which risks require 
treatment and the priority of treatment. 

• Enterprise Risk Management – A framework that encourages a coordinated 
approach for identifying, assessing, mitigating and monitoring the various risks and 
opportunities that have the potential to impact on Council. 

• Risk –the possibility of something happening that will impact upon objectives or service 
delivery. 

• Risk Assessment- the process undertaken to identify, analyse and evaluate risk.  

• Risk Appetite – involves the level of risk that Council is prepared to accept before 
mitigation action is deemed to be necessary.  

• Risk Management - coordinated activities that directs and controls Council with regard 
to risk. 

• Risk Treatment – risk mitigation, the development of preventative measures to 
address risks identified. 


